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Consultation report on the prohibition against accessory involvement in remote gambling activities in the form of payment processing for remote gambling without a Norwegian licence

1 Introduction

1.1  Grounds for the proposal

Under the General Civil Penal Code, the Lottery Act, the Gaming Act and the Totalisator Act, all gambling in Norway must be licensed under statute in order to be lawful, cf. Section 298 of the Penal Code.  The holding, mediation and marketing of gambling activities without a Norwegian licence are prohibited, as is accessory involvement in such actions. The Norwegian regulation is founded on the concern that gambling activities offered to Norwegian citizens should be responsible and moderate, and subject to Norwegian control in order to ensure adequate consumer protection and to prevent gambling activities from having adverse consequences and contributing to criminal activity.

Traditionally, the purchase of raffle tickets, coupons and the like in order to engage in gambling happened in direct contact with a lottery agent, raffle ticket vendor etc. In recent years, participation in gambling in the form of remote gambling has become increasingly common. Remote gambling is taken to mean gambling activities provided electronically in which the gambling operator and the gambler are in different locations. Interactive remote gambling is remote gambling where the result and new gambling opportunities are offered to the gambler in a continual process. The boom in remote gambling has meant that gambling activities without a Norwegian licence have become more accessible to gamblers in Norway.

In order to be able to pay one’s stake in remote gambling, a form of electronic payment transfer is required from the gambler to the gambling operator. Electronic payment processing is therefore an important precondition for the viability of remote gambling. In many instances, the person performing the payment processing will have access to information that the payment is for participation in gambling without a Norwegian licence. However, under the current rules it is unclear as to whether payment processing is to be regarded as simple “mediation” or as accessory involvement in the holding of gambling activities without a Norwegian licence. 

Different countries have adopted different strategies for preventing remote gambling which is not regulated and controlled in the recipient country from having adverse social consequences. Technical blocking or filtering of websites offering remote gambling has been introduced in countries such as Italy. The Ministry is seeking a staged approach to the regulation of remote gambling without a Norwegian licence and will be monitoring developments both nationally and internationally before submitting further proposals for regulation beyond those set out in this report.

In the present consultation report, the proposal presented concerns treating the processing of payments from persons in Norway to remote gambling operators without a Norwegian licence as accessory involvement in gambling activities without a licence. This specification of the rules of accessory involvement in the Lottery Act and the Gaming Act and the penalty clause in the Totalisator Act will affect Norwegian credit card companies, banking institutions and other enterprises assisting in the transfer of payments for remote gambling from gamblers in Norway. The proposal presupposes that the payment can be identified as payment for remote gambling. Individual gamblers will not be affected by the specification. 

In addition, the Ministry is proposing that the Norwegian Gaming and Foundation Authority be authorised to impose coercive fines for contravention of the Gaming Act in order to ensure more effective enforcement thereof.

1.2  Background information on remote gambling activities

The only form of remote gambling permitted by the Norwegian authorities is electronic submission and payment of gambling to the State companies Norsk Tipping and Norsk Rikstoto. These enterprises are not permitted to offer interactive remote gambling. The range of interactive remote gaming activities to which Norwegians have access is therefore not regulated and supervised by the Norwegian authorities. The operators of these interactive remote gambling platforms are also not under obligation to distribute the proceeds of the gambling to humanitarian causes and public-interest purposes, which is a requirement for cash games and lotteries under Norwegian regulation. 

A number of types of interactive and other international remote gambling activities are accessible in Norway, of which online poker is probably the best known. It is estimated that there some 2,400 websites are currently offering various types of gambling and lotteries
. The operating costs of this type of gambling activity are modest compared with gambling propositions involving physical sales functions, agents, casino employees etc. Many remote gaming operators have agents in one or more countries to run their operations. Jurisdictions offering this type of gaming operator licence include Great Britain (from 2007), Alderney, Gibraltar, Isle of Man, Malta, Costa Rica, Antigua, Australia, and several Asiatic and African states. The requirements imposed on the different concessions vary from one country to the next. Once the offering has been launched on the Internet, it is essentially accessible to everyone unless the operator licence imposes restrictions on who is to have access. 

Only a fraction of the 2,400 websites offering cash games and lotteries are known to the Norwegian public. Many of the best-known websites are based in the UK and were formerly best known for offering sports betting. In response to growing interest in more typical casino games such as poker and roulette, the operators have expanded their gambling portfolio to cater for market demand. The Scandinavian gaming market is attractive to the large online companies also. The gambling propositions have therefore become more adapted to the Scandinavian countries in that they offer Norwegian language, Norwegian gambling subjects, there are Norwegian representatives of the companies, Norwegian assistants as payment processors, PR agencies, etc. This trend has coincided with other companies being set up perhaps specifically with the aim of acquiring a share of the Scandinavian market. These companies often have stronger links with Scandinavia in that they are backed by Norwegian/Scandinavian ownership; they may already be or seeking to be listed on the stock exchange in a Nordic country, and they often have a stated mission of opposing the existing State monopolies on gaming, etc. Some companies have only a mediating role, i.e. the customer logs into their website which does not itself offer any gambling facilities, but routes the customer to a remote operator. 

Websites offering remote gambling in no way constitute a homogenous group. As in other commercial sectors, the companies have different corporate forms/ownership. They may be registered as an enterprise in one country, be under ownership in another country, hold a licence for sports betting in one country, for Internet casino operations in another country; the services for operating the activities may be contracted/leased from several suppliers across the globe (including software, drawing services, payment services, call-centre/local representatives, marketing, etc.), with the platform on a server subject to the laws of yet another country, and so forth. 

1.3  Payment processing for online activities

Payment processing for remote gambling is performed in the main by the gambler using international credit cards such as Visa or MasterCard. The Norwegian Gaming and Foundation Authority estimates that 535 of the players in 2006 used credit cards for economical transactions to the gaming sites whilst 15% used debit cards. The majority of such cards are connected to a network that authorises card transactions. The four parties in such networks are the card holder (in our case the gambler), the card issuer (the gambler’s bank or card company), the merchant (remote gambling operator) and the acquirer (financial institution or other organisation which supplies card processing services to the merchant and ensures settlement of card payments). 

The merchant/remote operator issues a request to the acquirer for authorisation before the gambler is allowed to use the card on the merchant site. Between many card issuers and acquirers there will be a contractual agreement entailing for example that the card issuer is required to authorise the transactions which the acquirer is requested to perform, before they are effected. In the authorisation cycle, the card issuer checks whether the card being used is valid etc. When the acquirer forwards an authorisation request from the merchant to the card issuer, notification will be made as to what category of enterprise the merchant is engaged in through indication of the merchant code. The merchant coding usually has a designated code for gambling activities. According to the Merchant Category Code (MCC), the merchant code for gambling activities is code 7995. Several credit card companies operating in Norway such as Diners, MasterCard etc. have blocked further authorisation of transactions from websites with a code designating gambling activities. 

1.4  Estimated use of and turnover for remote gambling in Norway

Since the majority of remote gambling platforms do not have a licence in Norway, we lack reliable figures for usage and turnover. Estimates prepared by the Norwegian Gaming and Foundation Authority (NGFA) indicate that turnover from remote gambling doubled from 2004 to 2005 from NOK 2.4 billion to NOK 4.7 billion, of which NOK 4 billion of turnover in 2005 was attributable to foreign websites. The NFGA calculates a further increase in turnover to remote gambling in 2006, to over NOK 6 billion, of which 5,3 billion to foreign websites. Turnover from foreign remote gambling thus amounts to some 12 per cent of the total estimated turnover from gambling in Norway in 2006 of NOK 44 billion. For comparison, Norsk Tipping’s turnover was NOK 8.8 billion, i.e. 20 per cent.

Since remote gambling is to a great extent offered by operators who are not subject to Norwegian regulation, we do not have reliable statistics on how many Norwegians are gambling over the Internet and the age and social groups they belong to. However, both the NGFA and the market research agency MMI and Synovate MMI have produced estimates. NGFA based its estimates on quarterly surveys based on 1,000 respondents over the age of 18 years. These surveys indicate that 6,3 per cent (corresponding to 230,000 persons nationally) of respondents gambled online during 2006. The corresponding figure in 2004 and 2005 was respectively 4.3 and 5,9 percent (152,000 persons). The proportion of online gamblers was larger among the younger age groups (under 25s) surveyed than among the older age groups. More men than women responded that they had engaged in online gambling.

MMI and Synovate MMI conducted in respectively 2004 and 2005 surveys
 of the nation’s gambling habits commissioned by Norsk Tipping. These reports found that, over a year, the Norwegian population was generally gambling most money on slot machines and online games. The MMIs and Synovate MMIs surveys indicated the same trend as the NGFA’s, that is, that most online gambling was by younger men.

Based on surveys conducted by SIRUS and MMI and Synovate MMI, it is estimated that between 50,000 and 70,000 Norwegians currently have or have had gambling problems
. The report Underholdning med bismak (Entertainment with an aftertaste)
, published by NOVA – Norwegian Social Research in 2003, concludes that 3.2 per cent (11,000 persons) of youth between the ages of 13 and 19 in Norway have a gambling problem. With slightly less strict inclusion criteria, the figure rises to 6 per cent (20,000 persons). 
In recent years, the publicly financed Helpline for people with gambling problems has registered an increase in first-time calls, where online gambling is identified as the main problem (10 per cent of 1,318 calls in 2006, against 6,7 per cent of 1,535 calls in 2005 and 1,2 per cent of 1,552 calls in 2004)
. By 1 November 2007, the number of calls where online gambling is identified as the main problem has increased by 25 percent compared to the number of calls in 2006.
MMI’s survey from 2005 indicates that at-risk and problem gamblers account for more than 60 per cent of stakes in online gambling. Based on this survey, slot machines and Internet games form a separate category in terms of money spent by at-risk and problem gamblers. According to this survey, online gambling is not widespread in the population generally (2 per cent engage in this type of gambling at least once a week), while among at-risk and problem gamblers almost 20 per cent engage in this form of gambling at least once a week. In Synovate MMIs survey from 2007 ascertains the same tendency is the the survey from 2005, that problem gamblers play mostly on remote gambling. According to the 2007 survey there were still approximately 2 percent of the population that participated in remote gambling weekly or more often, whilst the portion of problem gamblers was 12 percent. 
1.5  Concerns in favour of restricting remote gambling without a Norwegian licence

The privately operated slot machines were previously the cause of gambling problems among most of the callers to the Helpline (82% in 2005). After operation of the former slot machines were wound up on 1 July 2007, the interactive remote gambling sites will be the most problematic forms of gaming. Interactive remote gambling platforms and former slot machines have several traits in common which are regarded as risk factors for gambling dependency, such as high game frequency (short interval between stakes, result and the chance to re-stake), ready accessibility, little restriction on the stake and scarce social control (player versus machine). At the same time, we find that remote gambling/online gambling is a greater cause of gambling problems in other groups of the population than slot machines were.
Curbing and preventing crime associated with gambling is an important mission underlying Norwegian gaming policy. The opportunity for using gambling activities for money laundering is a well-known problem in efforts to combat financial crime. Money acquired through criminal activity can be staked on cash games with a high return rate. The payout obtained is less than the wager, but the advantage is that the payout is now laundered into “clean” money. In addition, the money launderer may have a proprietorial interest in, and therefore be receiving legitimate proceeds from, the gaming operations. Moreover, there are cases of payout documentation being purchased in order to launder amounts corresponding to the face value. Organisations such as the Financial Action Task Force (FATF-GAFI) have pointed to the opportunities for money laundering through online gambling activities 
. The aspect has also been emphasised by Norwegian police authorities in connection with Internet gambling and the committee that assessed the implementation of EEA regulations equivalent to the European Unions third directive on laundering, see NOU 2007:10. The tax authorities have assessed the possibilities of ensuring that statutory taxes are paid on payouts from foreign remote gambling. To that end, the tax authorities’ access to the national currency registry is of key importance because it provides a record of money transfers out of and into Norway. In Norwegian Official Report, NOU 2007:2, Legal measures against data crime, sub-report II
, a minority proposes a legal instrument for ordering Internet providers to filter sites with illegal content, including sites offering illegal gambling. The proposals in that report will be followed up by the Ministry of Justice and the Police.

In efforts to restrict remote gambling sites operated from abroad and offered to Norwegian players, the Norwegian authorities have only limited means of ensuring that the services are operated in observance of the guidelines concerning responsible and moderate gaming propositions as laid down for Norwegian gaming policy by the Storting and government. Problems affecting individuals as a result of remote gambling must nevertheless be resolved nationally. Very few remote gambling sites hold a Norwegian licence and no Norwegian operator licences have been granted for interactive remote gambling sites. The Norwegian authorities do not have any means of ensuring that these types of gambling conform to our national standards. 

2  current legislation on payment processing for gambling

Under the Norwegian Lottery Act, a lottery is “an activity in which participants may for a stake acquire a prize as a result of a draw, guesswork or other procedure which wholly or in part produces a random outcome” (Section 1, Lottery Act). The processing of the stake and the prize between the gambler and gambling provider is thus a key precondition for being able to hold a lottery. For remote gambling sites, payment processing is largely performed by the stake being transferred electronically from an account held by the gambler to the gambling provider via their credit card or banker. As stated earlier, in the international electronic card payment system, Merchant Category Codes and other equivalent systems are used which usually indicate what category of merchant the payment recipient is. Betting/gambling enterprises have their own designated merchant code.

There are no Norwegian court rulings in which the role of financial institutions in relation to remote gambling has been assessed. A case regarding regarding credit card liability related to the use of credit cards for remote gambling will be heard before the Oslo Town Court in autumn 2007.
In a letter of 13 August 2003 to Den Norske Bank, the Ministry of Culture and Church Affairs stated that the bank’s creation of an account for a gambling provider without a Norwegian licence would be regarded as accessory involvement in the provision of unlawful gambling in Norway.

In a letter of 10 July 2006 to the Ministry of Finance, the Legislation Department of the Ministry of Justice and the Police assessed whether the role of financial institutions in Internet gambling might imply unlawful accessory involvement in lotteries and gambling. The Legislation Department states that, through their role as payment processors, financial institutions may be said to be aiding and abetting the holding of lotteries. However, the Legislation Department holds that this is not to say that these actions are tantamount to punishable accessory involvement in the holding of lotteries. 'The financial institutions’ contractual obligation under Section 14 of the Financial Contracts Act may also result in the payment processing not being an offence and hence not liable to prosecution either.

In case 2006-039, the Norwegian Banking Complaints Board stated that the defendant bank was not in a position to charge a customer for the balance outstanding on a credit card account because the amount in question had been used to pay for gambling activities and, based on the merchant category code, the payment recipient would have been aware of that. Section 12 of the General Civil Penal Code’s commencement order that gambling debts carry no obligation was therefore regarded as exempting the customer from paying the outstanding amount. The Board also stated that credit cards such as Visa are regarded as falling outside of this provision even if the account has a credit facility. The Board took a similar point of view in decision 2007-029.
All of these statements emphasise the need for specification of the scope of the Norwegian prohibition against providing gambling and lotteries in respect of the payment institutions’ processing of stakes and payouts.

3 OTHER COUNTRIES’ REGULATION OF PAYMENT PROCESSING FOR REMOTE GAMBLING 

A number of countries both within and outside of Europe are considering or have already introduced measures to limit the adverse consequences of remote gambling without a licence in the country concerned. Like Norway, several countries have considered preventing payment processing for gambling via the foreign gambling providers’ national bankers. 

3.1  Denmark

Danish legislation prohibits gambling and lotteries. Gambling activities require express authorisation. The proceeds from the majority of games and lotteries in Denmark must benefit benevolent causes and the State. Offering and mediating participation in gambling that is not licensed in Denmark, including foreign gambling activities, is prohibited. Under Danish law, gambling mediated over the Internet is regarded as prohibited in Denmark if it is adapted to the Danish market by employing the Danish language, through marketing and through the nature of the games offered. Mediating gambling comprises promoting participation in illegal gambling, including working for a company illegally offering gambling. The marketing of unlicensed gambling enterprises is prohibited, which also includes marketing of foreign gambling sites. Danish citizens are not however prohibited from engaging in foreign gambling activities. Danish operators have also been licensed to offer gaming over the Internet. Such a licence has been granted to Danske Spil, the equivalent of Norsk Tipping in Norway.

In 2001, a Danish working group of representatives of various official bodies issued a report on possible measures for regulating remote gambling Spil i fremtiden – overvejelser om en samlet spillelovgivning (The future of gaming in Denmark - the need for unified gaming legislation)
. The working group recommended prohibiting payment transactions to certain remote gambling websites, cf. items 7.2.1.16 and 11.4 of the report. To date this proposal has not been followed up by specific measures in Denmark.

3.2  Finland
In Finland a licence is also required to operate gambling and lotteries. The latest amendment to the Finnish lottery act came into force in January 2002. The preparatory works to the act state that the proceeds from gambling are to be restricted and that such proceeds are to benefit public interest purposes only. Gambling operations must be closely monitored to provide legal protection for the gamblers themselves and to prevent crime and problem gambling. It is prohibited to offer, sell, mediate and promote lotteries without a licence. It is also prohibited for Finnish gaming providers to market or arrange lotteries abroad if the lottery is prohibited in the country in which it is to be offered, in order to restrict international competition in the lottery market. Internet gambling is not regulated separately and no measures have been implemented in respect of payment processing for remote gambling.

3.3  Sweden

Swedish gaming regulation resembles that of the other Nordic countries, with restrictions on gambling without a Swedish licence. The proceeds from gaming are distributed to public interest purposes via the lottery organisations and to the State. In 2005, the Swedish authorities decided to grant a trial licence to its State gaming company Svenska spel to operate interactive gaming over the Internet. This proposition, which comprises online poker, was launched at the end of March 2006, but will be evaluated at the end of the trial period in 2007. This remote gambling proposition is available exclusively to persons who have registered their identity and are permanently resident in Sweden. 

In the Swedish Official Report SOU 2006:11, Spel i en föränderlig värld (Gambling in a changeable world),
 an independent committee assessed Swedish gambling regulations generally and regulation of remote gambling operations specifically. The committee advised against prohibiting payment processing for remote gambling without a Swedish licence because, the committee held, such regulation would be more far-reaching than the public interests Swedish gaming legislation is intended to protect. The report has been submitted for consultation in Sweden, but the authorities have as yet not adopted a final position on its conclusions. On the 20 July 2007 the Swedish Government commissioned a study containing suggestions for a long-term and durable gaming regulation, Dir. 2007:79 a strong and modernised gaming regulation. Of the measures to be considered is the possibility and suitability of prohibiting banks and others to procure transactions to gaming without a licence. The study shall be presented by the 15 December 2008.
3.4  The Netherlands

As in Norway, all cash games in the Netherlands must be licensed. The regulation is informed by the public interest purpose of preventing gambling dependency and crime and providing consumer protection. According to a survey conducted in 2005, 40,000 out of the Dutch population of some 16 million are compulsive gamblers. The proceeds of all legal games in the Netherlands are distributed to public interest purposes with the exception of slot machine operations, which may be run by private operators and where the proceeds are at their own disposal. Other games are operated by the State or voluntary organisations. A single licence is awarded for each type of game (lotto, sports betting, horse race betting, casino operations, etc). 

Since 2005 the Dutch authorities have considered a bill to amend its lottery act which will permit temporary two-year licences to be awarded for e-gaming to Holland Casino, a State-controlled company. The licence will exclusively permit gaming over a website and will not allow operators to offer interactive games as a purely mobile service, TV service or the like. However, gamblers will be able to opt to gain access to the website via whichever terminal they prefer – mobile phone, ordinary computer or other Internet terminals. Only persons resident in the Netherlands will be eligible to register for and make use of the interactive gaming propositions. 

Payment processing for Internet gambling unlicensed in the Netherlands is regarded as illegal mediation of gambling and thus as being in contravention of Section 1 of the Dutch Gaming Act. 

3.5  USA

For a number of years in the USA, legislative reviews and political talks have been ongoing in order to restrict remote gambling activities over Internet sites that are not regulated by US authorities. On 13 October 2006, the President signed the Unlawful Internet Gambling Enforcement Act
, which prohibits payment processing for cross-border gambling. Payment processing within the borders of an individual state is not comprised by the act. The prohibition has had great negative impact on the value of gambling firms that have targeted their services at American citizens. 
A proposal regarding further guidelines for enforcement of the prohibition have been sent out for consultation by the Department of the Treasury and Board of Governors of the Federal Reserve System. The consultation period expires on 12 December 2007. 
4 The particulars of the ministry’s PROPOSAL

4.1  Entities comprised by the proposal

Remote gambling enterprises challenge the interpretation and scope of prohibitions against the holding, mediation and accessory involvement in gambling without a Norwegian licence. Due to the essential link between the means of obtaining payment processing and offerings of remote gambling to Norwegian gamblers, the Ministry wishes to establish that processing payments for remote gambling without a Norwegian licence is punishable accessory involvement in the holding and mediation of such unlawful types of gambling. This form of specification of the provisions on accessory involvement will serve to prevent remote gambling activity from causing problems in the form of increased gambling dependency in the population, tax exemption on prizes, money laundering etc. The statement of both the Legislation Department and the Banking Complaints Board, cf. Item 2 above, emphasise the need to delineate more precisely the distinction between lawful and unlawful payment processing in relation to remote gambling.

This specification of the rules of accessory involvement in the Lottery Act and the Gaming Act and the penalty clause in the Totalisator Act will affect Norwegian credit card companies, financing institutions and other enterprises assisting in the transfer of payments for remote gambling from gamblers in Norway. The proposal covers only payment identifiable as payment for remote gambling, for example, through the merchant code accompanying an authorisation request to charge one of the financing institution’s customers.  

The Ministry wishes to receive opinions from the affected actors as to whether, as an alternative, it would be appropriate for the NGFA to survey which remote gambling operators transactions must be blocked for and to notify these to the payment processors.

Individual gamblers will not be affected by the specifications other than that their attempts to effect payment for remote gambling without a Norwegian licence via the payment processors comprised by the specifications will be refused. 

The Ministry is aware that it may be feasible to create foreign charge accounts which could in practice function as gambling accounts vis-à-vis remote gambling providers – and that this may stand in the way of supervision and enforcement of the prohibition. For the vast majority of Norwegian gamblers, the Ministry assumes that having to set up this form of foreign payment account will in practice present an obstacle to remote gambling.

4.2  Legislative standing and enforcement

4.2.1 
Payment processing as an accessory offence 
The definition of lotteries in the Norwegian Lottery Act may be said to cover all forms of gaming regulated in the Gaming Act and Totalisator Act. However, the premise is that the Gaming Act and Totalisator Act are regarded as lex specialis for the regulation of the forms of gaming they identify explicitly, i.e. that these acts, and not the regulation in the Lottery Act, are applicable to these forms.  Specification of what is to be regarded as unlawful accessory involvement in remote gambling without a Norwegian licence should therefore from the outset be incorporated in all three acts.

Specification that payment processing is to be regarded as unlawful accessory involvement in the holding or mediation of gambling without a Norwegian licence will also entail that the payment processor has objective grounds for refusing to transact a payment request, cf. Section 14 of the Financial Contracts Act.

Since the Financial Supervisory Authority of Norway (FSA) generally supervises the companies that would be comprised by the specification, the Ministry’s proposal presupposes cooperation between the NGFA and the FSA on the practicalities of supervision and enforcement of the new regulations.
4.2.2  Administrative remedies for contraventions of the Gaming Act

In the case of contraventions of the provisions of the Lottery Act, the NGFA has various administrative remedies intended to ensure the cessation of such contraventions (Sections 14a-14c of the Lottery Act). 

In the case of contraventions of the Gaming Act and Totalisator Act, the corresponding administrative remedies are not available. Under the current rules, any contravention of these acts must therefore be reported to the police and cannot be prosecuted administratively. 

In order to ensure more effective enforcement of the rules in the Gaming Act, the Ministry is seeking to authorise the NGFA to issue orders for compliance and impose coercive fines payable to the State for contravention of the Act. The offender will be given a deadline by which to bring his enterprise into conformance with the Act in order to avoid levying of the fine. 

Corresponding rules should also be considered in relation to the Totalisator Act.

A coercive fine is an administrative remedy intended to promote due compliance with the Act, and is not to be regarded as a penalty as such in light of the Constitution or the European Convention on Human Rights art. 6.

5 INTERNATIONAL OBLIGATIONS

5.1  General obligations under the EEA Agreement

Norway has an obligation in relation to the principle of the free movement of services in the internal market to the extent ensuing from the EEA Agreement and EU Secondary Legislation (regulations, directives etc.). Lottery and gaming services are essentially to be regarded as services under this principle. The establishment of gambling enterprises is likewise comprised by the right of establishment under the EEA Agreement. This entails that all regulation of lottery and gaming services must conform to the principles of Articles 31 and 36 of the EEA Agreement. Any restrictions must be compatible with Article 13 of the EEA Agreement and justified on grounds of public morality, public policy or public security; the protection of health and life.

Besides the fact that lottery and gaming services are comprised by the general principles of the EEA Agreement, no special rules have been prescribed within the EEA/EU regarding regulation of this type of activity. In other words, there has been no harmonisation of the lottery and gaming area within the EEA/EU. In the E-Commerce Directive, lottery and gambling services are explicitly excluded (Chapter 1 (5) (d), third paragraph in Directive 2000/31/EC). The majority of Member States wish to retain the national right of disposal in this domain, and in the recently adopted Service Directive, lottery and gambling services are also excluded (Article 2 (2) (h) in Directive 2006/123/EC).

European Court of Justice (ECJ) special case law in the area of lotteries and gambling accords national authorities greater latitude with respect to their choice of objectives and instruments than in other sectors of the internal market, provided that the restrictions are intended to achieve the designated purpose of the legislation and the measures appear necessary and proportionate. In the Gambelli case (C-243/01), the ECJ bases its ruling on the principle that restriction in the provision of gambling services may be justified by imperative requirements in the general interest such as social concerns, consumer protection and crime prevention. Protecting revenues for national purposes is not a legitimate interest in itself, while it is accepted that gaming revenues are channelled only to public interest purposes in a consistent gaming policy. 

Norway’s EEA/EU legal obligations in relation to payment services ensue from various directives, including Directive 98/26/EC on Settlement Finality in Payment and Securities Settlement Systems (implemented in the Norwegian Payment Systems Act no 95 of 17 December 1999) and Directive 2002/65/EC concerning the distance marketing of consumer financial services (implemented in the Norwegian Financial Contracts Act no. 46 of 25 June 1999.) The new directive on payment systems (COM (2005) 603 final)
 may entail restrictions on Norwegian authorities’ access to regulating payment processing. However, the Ministry finds that the existing directives and the proposal are in the main aimed at harmonisation of technical solutions and the organisation of infrastructure to ensure equal terms of competition for payment services within the internal market. The directives and draft directive also regulate the establishment of payment service enterprises and the contractual relationship between the payment processor and customers. The Ministry is of the opinion that the proposed restriction on payment processing for remote gambling without a Norwegian licence will not conflict with the existing and draft directives and that payment processors will be required to observe national legislation which is not affected by community law and which concerns gambling. 

5.2 Assessment in respect of EEA legislation of the restrictions on payment processing for remote gambling platforms without a Norwegian licence

Firstly, it should be emphasised that the present proposal for a prohibition against payment processing for remote gambling is a non-discriminatory measure. Norwegian and foreign remote gambling providers who do not hold a licence in Norway will be affected to the same extent by the prohibition. All payment processors offering their services in Norway will also be subject to the proposed prohibition. 

5.2.1 Imperative requirements in the general interest

As stated in the foregoing, it is prohibited to hold or mediate lotteries and gambling activities that are not licensed in Norway. This regulation is there to ensure that the authorities are able to supervise that the national gaming market is defensible in socio-political terms, both as regards format and accessibility. The Ministry sees the boom in the range of remote gambling available as a serious risk to public health. Research indicates that several of the characteristic features of remote gambling carry an increased risk of causing gambling dependency. The Helpline for people with gambling problems reports an increase in the number of calls in which remote gambling is indicated as the main problem for the gambler.

A very high proportion of the Norwegian population has access to the Internet from home, at work and/or a mobile phone. This means that the potential accessibility of remote gambling sites is very broad, which makes the Norwegian market especially attractive to remote gambling enterprises. Such enterprises have tried various means of circumventing the prohibition against marketing and provision of remote gambling, which again serves to increase the accessibility for Norwegian citizens. 

One characteristic aspect of online gambling is that it can take place at a remove from social contexts, and hence social controls. Gambling problems are therefore not discovered so readily as dependency on other types of lottery or cash game – in spite of the fact that the amounts that can be wagered are far higher than in traditional lotteries and cash games. 

The Norwegian authorities have no control over the content of remote gambling offered that is not licensed Norway. In the case of several of the gambling types offered on the Internet such as poker and other distinctly casino-style games, there is no tradition for permitting them in Norway. In recent months, many of the remote gambling companies have claimed a responsibility policy by hiring consultants to make their gambling propositions more socially responsible. It is however unclear if possible measures against gambling problems implemented by remote gambling sites would meet the responsible levels of limitation and control determined by Norwegian authorities for this type of gambling. 

Internet gambling is distinct in that it involves electronic cash, which may result in gamblers having a greater tendency to stake large amounts – without reflecting sufficiently on the consequences. This means that gamblers are more susceptible to losing track of how much they are playing for. In certain types of game, it is possible to stake large amounts over a short space of time, which makes the potential for adverse consequences even greater than for games that are permitted in Norway. This aspect is compounded by the fact that remote gambling sites often feature advertising for loans etc. that can be taken out to finance continued play as and when required. 

There is no guarantee that the games are held in line with prescribed standards or that payouts will be made as agreed. Consumer concerns dictate the need for the Norwegian authorities to counter the immense pressure from countless gambling companies in order to limit gambling on websites that are non-compliant. 

5.2.2 Suitability for achieving the intended aims

A prohibition on Norwegian operators against offering payment services for Internet gambling services would be a significant contribution to reducing the availability of remote gambling. Since the majority of citizens use payment processors offering their services in Norway, this would make this a measure suitable for protecting citizens within Norwegian jurisdiction. Research indicates that restricting the availability of lotteries and cash games is the single measure that has the greatest impact in relation to preventing problem gambling. 

The proposed measures will not act as an absolute barrier to effecting payment for remote gambling without a licence in Norway. The use of intermediaries, in the shape of other electronic, non-Norwegian payment processors, may result in evasion of the prohibition, as the original payment processor is not always able to trace whether or not the funds are intended to pay for remote gambling. This type of intermediary, typically in the form of an e-account is however likely to be a complicating factor that will result in many players deciding against participation in remote gambling. Prohibiting payment processing would also have the effect of weakening the remote gambling companies’ interest in the Norwegian market. 

A judgement from 2004 by the ECJ in a related case concerning alcohol, the Loi Evin case (C-262/02), indicates that it is accepted within Community Law for national (in this specific case, French) authorities to introduce preventive measures to restrict the availability of goods, based on public health concerns, in spite of the fact that the specific measure does not act as an absolute barrier 
. 

As regards the supervisory aspect, the proposal will serve to reinforce the Norwegian authorities’ efforts to honour their obligations under the money laundering directive (91/308/EEC, amended through directive 2001/79/EC) in order to prevent money laundering through remote gambling. 

5.2.3 Necessary and proportionate

It is important that this measure is not regarded as unreasonably far-reaching in relation to the intended aims of the regulation. The Ministry maintains that the proposal for a prohibition against payment processing for remote gambling is both, as stated, suitable for preventing problems associated with remote gambling and that imperative, legitimate reasons exist for restricting the availability of remote gambling opportunities, cf. above. The measure should properly be viewed as one element in the comprehensive effort now being made by the authorities to restrict the availability of remote gambling without a licence. In that connection, readers are referred to the Ministry’s letter of 16 February 2007 to the Norwegian Gaming and Foundation Authority concerning more aggressive enforcement of the applicable rules vis-à-vis remote gambling operators who adapt their gambling propositions to Norwegian gamblers. Readers are also referred to the awareness-raising campaign launched by the NGFA in May 2006 against excessive spending on gambling.
 

The ECJ judgment in Läärä (C-124/97) sets out that it is for the Member States themselves to assess the extent to which a measure is necessary in the context of the aim pursued (Paragraph no 35).

A prohibition against payment processing services for remote gambling would be directed at all payment processors offering their services in Norway. In the lottery area, the premise is that access to enforce Norwegian regulations vis-à-vis remote gambling propositions will be restricted to those operators/gambling websites that are regarded as having adapted their proposition to the Norwegian market (use of Norwegian language, the events that can be bet on, other features catering specifically for Norwegian gamblers etc.). This will require a discretionary assessment of each individual site. A similar approach to setting limits has been under consideration for the prohibition against payment processing. It would however be very difficult for the payment processors themselves to determine the legality of each individual transaction on discretionary terms. However, the Ministry would point out that a general prohibition against payment processing would not be too far-reaching, since the need to restrict availability might be just as great for games that are not specifically adapted for the Norwegian market, but which accept and receive stakes from Norwegian players on an equal standing with other nationalities. As stated above, the payment processors are able to identify the services on the basis of MCC and similar code systems which divide services and goods into categories. However, these codes are not sufficiently detailed to enable the companies to determine the content of the service beyond its basic categorisation. Taking all aspects into consideration, the Ministry finds no basis for differentiating between remote gambling sites adapted for Norway or otherwise, and that the prohibition should be applicable to remote gambling platforms that have an effect on Norway in that Norwegian citizens are requesting payment processors to assist in facilitating the gambling activity by providing payment processing services. 

5.3  Other international obligations/ WTO

In relation to Norway’s obligations within the World Trade Organisation, lottery and gaming services are in theory included in the General Agreement on Trade in Services (GATS) under the category “Recreational, cultural and sporting services”. However, Norway has not committed to cooperation in this field in its entirety and is therefore not obligated in relation to the exchange of lottery and gambling services. The Ministry would also refer readers to the fact that the majority of EU countries have committed to the above-mentioned GATS category, but reserved the right to refrain from cooperating on lottery and gambling services.

The USA for its part has not asserted corresponding reservations, the effect of which has been for Antigua and Barbados have obtained support that the American restrictions on cross-border gambling services constitute a default on USA’s obligations under the WTO regulations 
. The USA has tried to remove its obligations with regard to gambling services in the GATS-agreement.
6  administrative AND FINANCIAL CONSEQUENCES

The proposal entails that institutions that are currently performing payment processing from Norwegian gamblers to unlawful remote gambling sites will have to introduce routines for preventing unlawful transactions. As stated, the majority of financing institutions operating as card issuers in Norway have ensured that credit cards cannot be used for merchant sites operating remote gambling activities without a Norwegian licence. A corresponding system of checks will need to be established for other forms of payment as well. The proposal also entails that the payment processing of stakes and prizes of up to NOK 10 billion annually will disappear.

The Norwegian Gaming and Foundation Authority would have to establish a supervisory system for the new regulations. Such a system would naturally have to be established in association with the Financial Supervisory Authority which supervises affected financing institutions in pursuance of more general payment services regulations.
7  PROPOSED LEGISLATIVE AMENDMENTS

Amendments to Lottery Act no. 11 of 24 February 1995:

In the entire act:

The term control authority shall be replaced by gaming authority.
Section 6, first paragraph, to read:

Subject to such exceptions as are mentioned in section 7, it is prohibited to hold a lottery without a permit. Accessory involvement in the holding of a lottery without a permit shall include the processing of payments of stakes and prizes in any such lottery.

Section 11 to read:

With the exception of such lotteries as are mentioned in Section 7, it is prohibited to engage in the marketing of or mediating lotteries for which no permit has been granted pursuant to Section 6, second paragraph. Mediating lotteries without a permit shall include processing of payments of stakes and prizes in such lotteries.

Amendments to Gaming Act no. 103 of 28 August 1992:

Section 2, first paragraph, to read:

Without authority in the Act, it is prohibited to mediate gaming in connection with sports and athletics competitions and other competitions and number games. It is likewise prohibited to sell or offer for sale coupons and the like in such activities. Mediating gaming without authority in the Act shall include processing of payments of stakes and prizes in such lotteries.

Section 15 to read:

Section 15 Orders to rectify unlawful circumstances
 Coercive fine
In the case of circumstances contravening the provisions laid down in or pursuant to this Act, the Norwegian Gaming and Foundation Authority may issue an order to the individual responsible to rectify the unlawful circumstances, or for the unlawful enterprise to cease or be wound up. Such orders shall set a date for compliance with the order.
To ensure compliance with the obligations under this Act or regulations laid down in pursuance of this Act, the Norwegian Gaming and Foundation Authority may impose a coercive fine on the individual responsible. 
       The coercive fine may be imposed as a periodic fine or as a lump sum fine. In the case of a periodic fine, the Norwegian Gaming and Foundation Authority may decide that the fine payments shall start to run one week subsequent to the decision to impose a coercive fine or from a set deadline for fulfilment of the obligation if this deadline has expired without fulfilment of the obligation. In the case of a coercive fine payable as a lump sum, the Norwegian Gaming and Foundation Authority may decide that the fine is to be paid by a set deadline for fulfilment of the obligation if this deadline has expired without fulfilment of the obligation. 
       The proceeds of a coercive fine accrue to the State and form the coercive basis for distraint. 
If the Norwegian National Collection Agency is instructed to collect claims as mentioned in paragraph four, it may satisfy the claim by making deductions from pay and other similar services according to the rules in Sections 2-7 of the Satisfaction of Claims Act. The Norwegian National Collection Agency may also collect the claims by distraint if legal protection can be acquired for the distraint through registration in a registry or by notification to a third party, cf. Chapter 5 of the Mortgage Act, and the execution can be retained at the Agency’s office in accordance with Section 7-9, first paragraph of the Enforcement of Claims Act.

       In special circumstances, the Norwegian Gaming and Foundation Authority may reduce or waive the accrued coercive fine.
       The King may prescribe more detailed provisions in regulations concerning the imposition of coercive fines, including concerning the terms of coercive fines and concerning the size of coercive fines and interest on overdue payments. 
The existing Sections15, 16 and 17 of the Act become Sections 16, 17 and a new Section 18.

Amendments to Totalisator Act no. 3 of 1 July 1927:

Section 3, first paragraph, to read:

Contravention of this Act or regulations prepared in pursuance of the Act shall be punishable by fines insofar as no stricter penalty provisions are applicable to the circumstance at issue. Contraventions of this Act shall include payment processing of stakes and prizes in horse race betting without authority in the Act.
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