[Non-official - office translations]

Secondary legislation on voluntary schemes on self-declaration for 

certification service providers

Section 1 Aim and scope 

(1) This regulation establishes self-declarations schemes where certification service providers may to an appointed surveillance authority submit a self-declaration stating that specified requirements are met. The aim of the regulation is to enhance the level of security of services offered by certification service providers and to increase the trust and the usage of such services. 

Section 2 Defintitions

(1) “The Requirements” means in this regulation the at all time prevailing version of “the requirements specification for PKI for the public sector” (Ministry of Modernisation).

(2) Additional definitions used in this regulation shall comply with the definitions used in the Act on electronic signature Section 3. 

Requirements of the self-declaration schemes  

Section 3 Requirements for certification level Person-High

(1) A certification service provider that wishes to submit a self-declaration pursuant to Person-High shall meet all mandatory requirements (A-requirements) for certificate level Person-High of the Requirements. 

Section 4 Requirements for certification level Person-Standard

(1) A certification service provider that wishes to submit a self-declaration pursuant to Person-Standard shall meet all mandatory requirements (A-requirements) for certificate level Person-Standard of the Requirements.

Section 5 Requirements for certification level Enterprise

(1) A certification service provider that wishes to submit a self-declaration pursuant to Enterprise shall meet all mandatory requirements (A-requirements) for certificate level Enterprise in the Requirements.

Application of voluntary self-declaration etc. 

Section 6 Appointment of surveillance authority

(1) The Post and Telecommunication Authority shall be appointed as surveillance authority pursuant to this regulation. 

Section 7 The content of the self-declaration

(1) A self-declaration pursuant to this regulation shall be submitted to the surveillance authority and contain the following information:

a. the name, business register number, address, telephone number, fax number and email address of the certification service provider and information on a designated contact person.

b. description on how the requirements in Sections 3, 4 or 5 are met, and

c. relevant documents proving that the requirements pursuant to litra b are met including inter alia Certification policy, certification praxis statement and information on web-addresses where the certification policy and other relevant documents are made public.

(2) The surveillance authority shall draft a standardised form to be used when submitting a declaration pursuant to Paragraph 1. 

Section 8 Duty to notify changes

(1) Changes of information submitted pursuant to Section 7 shall be notified to the surveillance authority without undue delay.

(2) Should a certification service providers not within 3 months for the entry of force of a new version of the Requirements, containing changes for certificate levels to which the certification service provider has submitted a self-declaration, submit a new declaration pursuant to Section 7 shall the surveillance authority delete the relevant certificate type from the list published pursuant to Section 9 1st Paragraph. 

The tasks of the surveillance authority etc.

Section 9 Publication of information regarding the certification service provider etc.

(1) The surveillance authority shall make public information on certification service providers submitting a declaration pursuant to Section 7, including inter alia certificate type and the security level the declaration relates to. 

(2) The surveillance authority can deny publication pursuant to the 1st Paragraph should the received declaration not fulfil the requirements in Section 7 or that it is evident for the surveillance authority that the self-declared certificate type does not meet the requirements in Section 3, 4 or 5.
Section 10 Requirements on additional information etc.  

(1) The surveillance authority can instruct the certification service provider, within an indicated time limit, to provide the authority with additional information or documents should the self-declaration not fulfil the requirements in Section 7 or to verify that the self-declared certificate type meets the requirements in Section 3, 4 or 5.

(2) Should the certification service provider not comply with the order in the 1st Paragraph, the surveillance authority shall remove the certificate type from the list published pursuant to Section 9 1st Paragraph. 

Section 11 Compulsory fine 

(1) The surveillance authority can impose the certification service provider a compulsory fine pursuant to the eSignature Act Section 16 a, should the certification service provider in marketing or sale incorrectly state that its certificate type is published pursuant to Section 9 1st Paragraph, or in any other way wrongfully state that its certificate types are part of schemes established pursuant to this regulation.

Section 12 Fee

(1) Certification service providers submitting a declaration pursuant to Section 7 can be required to pay a yearly fee to the surveillance authority pursuant to the esignature Act and regulation of 21 February 2005 nr. 168 on fees to the Post and Telecommunication Authority Section 5.

(2) The surveillance authority can deny publication pursuant to Section 9 1st Paragraph until full payment of fees is made. 

Section 13 Complaint

(1) Complaints concerning decisions made pursuant to Section 9 to 11 shall be filed to the Ministry of Trade and Industry.

(2) Complaints concerning fees shall be filed to the Ministry of Transport and Communication. 
Section 14 Effective date 

(1) The regulation shall enter into force 1st January 2006.

