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Notification to the Data Protection Officer under Article 25 of 
the Rules on Data Protection (Decision 235/16/COL) ('the 
Rules')

Changes affecting the information contained in the notification must be notified promptly to 
the Data Protection Officer, see Article 25(3) of the Rules.

Date of submission: 14.11.2017

Revised version submitted: 09.04.2019

Part 1: Processing
• Unit responsible for the processing operation 

ADM

• Name of processing operation 

Performance management processes.

• General description of the processing operation

The management of performance of ESA Staff. ESA's Staff Regulations and Rules, Policy and 
Procedure on Performance Management and Policy & Procedure on Psychometric 
Assessments set out in detail the relevant provisions. ESA's Guidance on the Trainee 
Programme sets out the provisions applicable to Trainees.

• Sub-contractors

Gartner (formerly CEB/SHL): Provision of online psychometric testing when offered as a 
development tool. Gartner is covered by the US/EU Privacy Shield in so far as its EEA 
customers are concerned.

Other subcontractors may be used on an occasional basis, e.g. where a decision has been 
taken to use another provider of psychometric assessment services.

• Automated / Manual operations

Personal data is processed manually throughout the performance management process.

If psychometric assessments are used for development purposes for current and departing 
staff members, personal data are collected via an online system for psychometric 
assessments. Candidates enter the data in the online systems manually.

• Storage

Performance Evaluation forms are set-up and filled out manually in Word by HR, the staff 
member and their manager(s) and are stored in a restricted access case in ESA's document



management system GoPro. If printed at any stage, they are stored in a restricted access 
secured cabinet.

Once completed, they are stored in electronic format in a restricted access case (HR, relevant 
managers and staff member only) and restricted access sub-folder of the electronic personal 
file (HR and staff member access only), as well as in a restricted section of the hard copy HR 
personal file (HR only).

As the College Members are responsible for approving a manager's recommendation to 
renew a contract and/or promote an individual, they will be provided with a hard copy under 
confidential cover of the performance evaluations and access to the electronic versions in 
GoPro. Hard copies are returned to HR under confidential cover once approval has been 
given.

In order that salaries can be verified and processed, a list of staff due to receive an increase 
in salary will be sent to the Head of Finance by HR each month.

In the event of an internal investigation or performance improvement process, where 
performance data is relevant to the case, access may be granted to the relevant legal advisers 
and decision-makers in the hierarchy.

Psychometric assessments are completed on the online psychometric assessment system. 
Candidates' personal data is stored on that system. In the event that the administration of 
psychometric assessments is outsourced to an external consultant, any results received by 
the Authority will be stored in restricted access cases in GoPro and/or in restricted access 
locked cabinets.

HR maintains a log of performance evaluations due and the outcome for each 
Directorate/Department. This is accessible to HR and the relevant manager(s).

All those involved in performance management processes are provided with a copy of this 
data protection notification and are reminded regularly of the fact that they are handling 
sensitive personal data and that this should be treated and stored appropriately.

• Comments 

N/A

• Security measures

Personal data stored in hard copy by HR is kept in locked cabinets, with the keys being 
available to HR and Finance. Access to data stored in GoPro is restricted to HR, College 
Members, the staff member and relevant managers. Data stored in hard copy HR personal 
files is filed under a sub-folder under confidential cover for HR access only.

Personal email accounts are password protected. Personal data stored on the online system 
for psychometric assessment is access restricted and password protected.
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In the event of an internal investigation or performance improvement process, where 
performance data is relevant to the case, access may be granted to the relevant legal advisers 
and decision-makers in the hierarchy.

Part 2: Purpose and legal basis
• The purpose(s) of the processing operation

To enable and facilitate effective management of performance and compliance with ESA's 
Policies & Procedures and the Staff Regulations and Rules.

• The legal basis of the processing operation

Data Protection Rules Article 5(a) and Staff Regulations & Rules.
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Part 3: Data subjects/fields
• Categories of data subjects 

All staff members

• Categories of data / Data fields

Name, job title, Directorate/Department, manager's(s') name(s), initial pay grade, contract 
start and end dates, current pay grade.

Individual and manager's assessment of performance against job description, past and future 
objectives and development plans.

Development areas identified, feedback provided by the manager to the staff member and 
vice versa and feedback provided by others (usually anonymised unless the provider grants 
access to the individual).

Information on any other issues raised relating to work situation and conditions (e.g. welfare 
concerns).

Overall assessment of performance by manager and, if applicable, whether a salary increase 
is granted/declined and whether a renewal of contract or promotion is recommended.

In the case of under-performance, data regarding the specific nature of the 
underperformance issue and what steps are required/have been taken to improve, as well as 
feedback on the individual concerned from relevant parties.

Managers and individuals are advised not to include health information on performance 
evaluation form via instructions on the form itself.



Part 4: Rights of the data subjects
• Information to be provided to the data subjects

Privacy statement for New Starters/Staff/Leavers, provided with employment contract.

• Procedure to grant rights

Authority procedure for data subject access requests (DSR) (Document no 863894).

• Retention policy and time limit

The results of psychometric assessments are retained on the online psychometric assessment 
system for 12 months after the closing date of the assessment, as this is the period during 
which they are considered valid. After this period, they are automatically deleted by the 
online system. This automated deletion process was introduced in late-2018. For any 
historical assessments where this option was not selected or available, and for the period 
necessary to ensure compliance with the 12-month retention period, HR will conduct a 
monthly audit of the online system and request deletion of assessments and associated 
candidate data via the submission of a form to the provider.

In the event that psychometric assessments have been outsourced to an external provider, 
electronic and hard copies received by ESA are deleted 12 months after the closing date of 
the assessment, as this is typically the period during which they are considered valid.

All other data relating to performance is retained for a period of five years after the individual 
leaves ESA.

This is the period during which ESA considers that an assessment of performance and related 
data is valid for the purposes of providing employment references for former staff. Note that 
ESA does not provide copies of performance evaluations to other employers but may use the 
content to inform any reference provided. ESA does not provide employment references for 
its former staff without the prior written consent of the individual.

Five years is also the period during which ESA considers that it is valid to refer back to previous 
performance evaluations when taking an internal reference for a former staff member who 
is applying to re-join ESA.
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Part 5: Recipients
• Categories of recipients of the data

HR, Director of Administration, Head of Finance, manager(s) of concerned individuals and 
College Members.

In the event of an internal investigation or performance improvement process, where 
performance data is relevant to the case, access may be granted to the relevant internal legal 
advisers and decision-makers in the hierarchy.



• Transfer of the data

If ESA outsources a psychometric assessment process to an external supplier, personal data 
will be transferred to this contractor.

ESA normally only enters into contracts with companies based in the EEA, which are compliant 
with Regulation 2016/679. Gartner is covered by the US/EU Privacy Shield in so far as its EEA 
customers are concerned.

Where required to demonstrate compliance with the Staff or Financial Regulations and Rules, 
personal data will be transferred to the company contracted by the EFTA Board of Auditors 
(EBOA) to conduct routine audits. ESA will require that any company appointed to conduct 
routine audits by EBOA is compliant with Regulation 2016/679.

Case: 80285
Document: 870610


