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II. GOVERNMENT BILL

Act 

of …..

on electronic signatures (Signature Act [German designation: SigG])

I approve the following resolution drafted by Parliament:

I. General provisions

Article 1

Subject and scope

1) This Act regulates

a)
the legal framework for the use and creation of electronic signatures,

b)
the conditions under which certification-service providers in the area of electronic signatures may be accredited,

c)
the rights and obligations of certification-service providers. 

2) This Act serves in particular

a)
to promote the provision of a wide range of secure electronic certification services,

b)
to legally recognise electronic signatures by equating the electronic signature with the hand-written signature,

c)
to encourage the use of qualified electronic signatures,

d)
to recognise certification-service providers and their services internationally,

e)
to transpose Directive 1999/93/EC of the European Parliament and of the Council of 13 December 1999 on a Community framework for electronic signatures (Official collection of EEA law: Annex XI - 5g.01).

Article 2

Terms, definitions

(1) For the purpose of this Act

a)
“electronic signature” means data in electronic form which are attached to or legally associated with other electronic data and which serve as a method of authentication,

b)
“advanced electronic signature” means an electronic signature which meets the following requirements: 


1.
it is uniquely linked to the holder,


2.

it is capable of identifying the holder,


3.
it is created using means that the holder can maintain under their sole control and

4.
it is linked to the data to which it relates in such a manner that any subsequent change of the data is detectable.

c)
“qualified electronic signature” means an advanced electronic signature which is based on a secure signature-creation device in accordance with Article 8 2) and 3) and on a qualified certificate valid at the time of creation,

d)
“signature-creation device” means configured software or hardware used to process the signature key,

e)
“secure signature-creation device” means a signature-creation device which meets the requirements laid down in Article 8 2) and 3),

f)
“signature key” means unique data, such as codes or private cryptographic keys, which are used by the holder to create an electronic signature,

g)
“signature-verification key” means data, such as codes or public cryptographic keys, which are used for the purpose of verifying an electronic signature,

h)
“cryptographic key” means a parameter which is used with a mathematical algorithm to convert, confirm, authenticate, encrypt or decode data,

i)
“certificate” means an electronic attestation which links the signature-verification key to a person and confirms the identity of this person,

k)
“qualified certificate” means a digital certificate which meets the requirements laid down in Article 9,

l)
“certification-service provider” means an entity who authenticates data and issues electronic certificates to this end within an electronic environment,

m)
“accreditation body” means an entity who is responsible under accreditation law for the accreditation of certification-service providers.

n)
“compromise” means the impairment of security measures or security techniques with the result that the level of security used as a basis by the certification-service provider is not met.


2) The personal pronouns, job titles and functional descriptions used in this Act refer equally to men and women.

II. Legal relevance of electronic signatures

Article 3

General legal effects

1) Signature schemes with different levels of security and different classes of certificate may be used in legal transactions and commerce.

2) An electronic signature cannot therefore be denied legal effectiveness and admissibility as evidence in legal proceedings solely on the grounds that the electronic signature

a)
 is only available in electronic form,

b)
is not based on a qualified certificate,

c)
is not based on a qualified certificate issued by an accredited certification-service provider or

d)
was not created by a secure signature-creation device.

Article 4

Specific legal effects

1) A qualified electronic signature shall be regarded as legally equivalent to a hand-written signature, particularly as regards the written word in accordance with Section 886 of the General Code of Civil Law, unless otherwise stipulated in an Act or agreement between the parties.

2) A qualified electronic signature shall not be regarded as legally equivalent to the written word in accordance with Section 886 of the General Code of Civil Law in 

a)
legal transactions under family and inheritance law which are required to be produced in writing or are subject to a much stricter formal requirement,

b)
other declarations of intent or legal transactions which require signatures to attest to its validity or verification by a notary public,

c)
declarations of intent, legal transactions or petitions which require the authentication of a  signature or verification by a notary public for inclusion on the land register, the public register or on another public register, 

d)
declarations of suretyship (Section 1346(2) of the General Code of Civil Law) which are submitted by people outside of their commercial, industrial or occupational field of activity.

3) The provision in Section 294 of the Code of Civil Procedure concerning the presumption of authenticity of the content of a signed private document shall be applied to electronic documents which are provided with an advanced electronic signa​ture.

4) The legal effects of 1) and 3) shall not be valid if it is demonstrated that the security requirements of this Act and the Orders issued on the basis thereof have not been met or the precautions taken in order to ensure compliance with these security requirements have been compromised.

III. Accreditation of certification-service providers

Article 5

Body responsible for accreditation, applicability

1) The Liechtenstein Accreditation Body is responsible for the accreditation of certification-service providers.

2) Unless specific provisions of this Act stipulate otherwise, the provisions of the Act on accreditation and notification shall apply by analogy to the accreditation of certification-service providers.

Article 6

Pre-requisites for accreditation

1) Natural or legal persons who

a)
are included on the public register,

b)
are able to issue and manage qualified certificates in accordance with the requirements laid down in this Act,

c)
employ personnel with the necessary expert knowledge, experience and qualifications,

d)
use reliable and trustworthy information systems and products, particularly signature-creation devices,

e)
maintain sufficient financial resources or guarantees,

f)
obtain the necessary insurance to cover any claims in accordance with Article 18 and the costs which may arise as a result of the measures stipulated in Article 15 2) and 3) and
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2) The conditions laid down in 1) also apply to foreign certification-service providers. If a foreign certification-service provider has already been accredited by a foreign accreditation body, they may be accredited by the Liechtenstein Accreditation Body if it is demonstrated that

a)
the provider has been accredited in accordance with foreign law,

b)
the regulations under foreign law governing accreditation are equivalent to regulations in Liechtenstein,

c)
the foreign accreditation body possesses qualifications of the same standard as those demanded from the Liechtenstein Accreditation Body and

d)
the foreign accreditation body is willing to cooperate with the Liechtenstein Accreditation Body in the monitoring of certification-service providers in Liechtenstein.


3) Offices responsible for state administration and municipal authorities may be accredited as certification-service providers if they are not included on the public register.

Article 7

List of accredited certification-service providers

The Liechtenstein Accreditation Body shall make a list of accredited certification-service providers available to the public.

IV. Generation and use of signature and signature-verification keys

Article 8

Generation, use

1) The government shall regulate the generation of signature and signature-verification keys, for which the qualified certificates within the meaning of this Act may be issued, and the creation and verification of electronic signature by means of an Order. This will ensure a high level of security which corresponds to technical developments.

2) The signature-creation devices must ensure at least that the signature key used for signature generation

a)
can practically occur only once and that its secrecy is reasonably assured,

b)
cannot, with reasonable certainty, be derived and the signature is protected against forgery using currently available technology and

c)
can be reliably protected by the legitimate holder against the use of others.


3) It should be ensured with reasonable certainty during the signature-verification process that the following requirements are met

a)
the data used for verifying the signature correspond to the data displayed to the verifier,

b)
the signature is reliably verified and the result of that verification is correctly displayed,

c)
the verifier can, as necessary, reliably establish the contents of the signed data,

d)
the authenticity and validity of the certificate required at the time of the signature verification are is reliably verified and the result of that verification is correctly displayed,

e)
the identity of the holder of the signature key is correctly displayed,

f)
the use of a pseudonym is clearly indicated and

g)
any security-relevant changes can be detected.

Article 9

Qualified certificates 

1) A qualified certificate must contain at least the following information

a)
a serial number,

b)
an indication that the certificate is issued as a quality certificate,

c)
the name or pseudonym of the holder of the signature-verification key; where confusion may arise as regards the name, this shall be supplemented with a distinguishing remark,

d)
the signature-verification key,

e)
the period of validity of the certificate and

f)
the name, country of residence and qualified electronic signature of the accredited certification-service provider issuing the certificate.

2) The following must also be included on a certificate

a)
the specific attribute of the holder of the signature key, in the event that they are authorised to represent a specific legal person,

b)
the period of validity of the certificate and

c)
the value of the transactions for which the certificate can be used.


3) A qualified certificate which is not issued in the name of a natural person, does not represent the person mentioned in the certificate.


4) The government shall regulate the format of the certificate by means of an Order.

V. Obligations of accredited certification-service providers

Article 10

Issuing of qualified certificates

1) Accredited certification-service providers must request that persons who have applied for a qualified certificate appear in person and bring proof of their identity. In the case of Article 9 2) a, it must be demonstrated that the person being represented has given their consent. Work-related information or other details concerning the person shall be confirmed by the competent body.

2) The government shall indicate by means of an Order which documents may be used by the applicant as proof of their identity. The Order may stipulate that under certain circumstances it is not necessary for the applicant to appear in person.

3) Accredited certification-service providers must also make sure that the applicant for a qualified certificate holds the appropriate signature key.

4) Accredited certification-service providers may entrust a third party (registration offices) with the task of identifying an applicant. The accredited certification-service provider shall be responsible for ensuring that this task is carried out correctly by the registration office. 

Article 11

Obligation relating to information and documentation

1) Accredited certification-service providers must make their general terms of contract, as well as information concerning their certification policy, generally accessible.

2) These service providers must make their customers aware, at the latest on the date the qualified certificate is issued, of the possible consequences arising from the misuse of the signature key and of the precautions necessary, depending on the circumstances, to assure the secrecy of the signature key.

3) The service providers shall keep an activity log-book. The government shall regulate by means of an Order how long this log-book and any supporting documents must be kept.

Article 12

Invalidation of qualified certificates

1) Accredited certification-service providers shall declare a qualified certificate to be invalid with immediate effect if

a)
the holder or their representative makes an application to that effect,

b)
it is found that the certificate was unlawfully obtained or

c)
the allocation of a signature-verification key to a certain person can no longer be guaranteed.

2) If a certificate is declared invalid in accordance with 1) a), certification-service providers must make sure that the person requesting the invalidation of the certificate is authorised to do so. 

3) Accredited certification-service providers shall inform the holders of qualified certificates immediately that these have been invalidated.

Article 13

Directories of qualified certificates

1) Every accredited certification-service provider shall keep a directory of certificates in which their customers may enter their qualified certificates.

2) The accredited certification-service provider shall also keep a directory of all the qualified certificates which have been declared invalid or which have expired, even if these certificates have not been entered in the directory in accordance with 1).

3) The accredited certification-service provider shall ensure that the directories are electronically accessible at all times. The retrieval of these directories by the public shall be free of charge.

4) Both the directories and the electronic access to these must be safeguarded.

5) The government shall stipulate by means of an Order the minimum length of time that qualified certificates which have been declared invalid or which have expired must remain accessible.

Article 14

Time stamp


If requested by the holder of a signature key, accredited certification-service providers must issue a written confirmation bearing their qualified electronic signature stating that certain electronic data was provided to them on a certain date.

Article 15

Cessation of business

1) Accredited certification-service providers shall notify the Liechtenstein Accreditation Body in good time and in advance of the cessation of their business activities. They shall notify the Liechtenstein Accreditation Body immediately if they are faced with the threat of bankruptcy.

2) The Liechtenstein Accreditation Body shall ask another accredited certification-service provider to keep the directory of valid, expired and invalidated qualified certificates and to look after the activity log-book and any supporting documents. The government shall designate an office responsible for state administration or another suitable body to take on these tasks if an accredited certification-service provider cannot be found. The accredited certification-service provider relinquishing their activity shall bear the resulting costs. 

3) Paragraph 2 shall also apply if an accredited certification-service provider has gone bankrupt. 

Article 16

Data protection

1) Accredited certification-service providers and the registration offices used by them may only process the personal data necessary to carry out their tasks. They may not trade in this data.

2) The legislation governing data protection applies in all other respects.

VI. Liability
Article 17

Liability for signature keys

1) The holder of a signature key is answerable to third parties for any damages they suffer because they relied on the valid qualified certificate of an accredited certification-service provider within the meaning of this Act.

2) The holder of a signature key is not liable if they can demonstrate that they have taken the necessary precautions under the circumstances to assure the secrecy of the key or if they cannot be held responsible due to a lack of judgement.

3) The holder of the signature key is also liable for the behaviour of persons to whom they have entrusted their signature key.

4) The government shall lay down the precautions needed to assure the secrecy of the signature key by means of an Order.

Article 18

Liability of certification-service providers

1) The certification-service provider is answerable to the holder of the signature key and to third persons, who have placed their trust in a valid qualified certificate, for any damages they suffer because the provider failed to comply with the obligations of this Act and the Orders issued on the basis thereof.

2) The burden of proving that the obligations of this Act and the Orders issued on the basis thereof have been met shall rest with the provider.

3) The provider can neither opt out of their liability stipulated in this Act and the Orders issued on the basis thereof themselves or on behalf of auxiliary persons. However, the provider is not liable for damages which occur if a restriction placed on use (Article 9 2)) is not observed or is exceeded.

Article 19

Statute of limitations

Claims made on the basis of this Act fall under the statute of limitations laid down in the provisions of Section 1489 of the General Code of Civil Law.

VII. International recognition

Article 20

General

1) The government may conclude international agreements to facilitate the international use and legal recognition of electronic signatures. These may concern in particular

a)
the recognition of electronic signatures,

b)
the recognition of certification-service providers and certification bodies,

c)
the recognition of tests and conformity assessments,

d)
the recognition of conformity marks,

e)
the recognition of accreditation systems and accredited bodies,

f)
the giving of mandates to international standards organisations, in so far as in regulations on electronic signatures reference is or will be made to certain technical standards,

g)
information and consultation as regards the preparation, enactment, amendment and application of these regulations or standards.

2) The government shall issue the regulations necessary to implement any international agreements concluded on the subjects listed in 1).

3) The government may transfer the tasks connected with information and consultation as regards the preparation, enactment and amendment of regulations or technical standards on electronic signatures to private bodies and provide payment for this service.

Article 21

Recognition of foreign certificates

1) Certificates which were issued by a certification-service provider established in a Signatory State to the Agreement on the European Economic Area (EEA) or in Switzerland and whose validity can be verified in Liechtenstein, are equivalent to domestic certificates. The qualified certificates from these certification-service providers have the same legal effects as domestic qualified certificates.

2) Certificates which were issued by a certification-service provider established in a third country and whose validity can be verified in Liechtenstein, shall be recognised in Liechtenstein. Qualified certificates shall be deemed legally equivalent to domestic qualified certificates provided 

a)
the certification-service provider satisfies the requirements of Article 6 and is accredited in accordance with a voluntary accreditation system in a Signatory State of the EEA or in Switzerland, 

b)
a certification-service provider established in a Signatory State of the EEA or in Switzerland who satisfies the requirements of Article 6 assumes liability for the certificate or 

c)
the certificate is recognised as a qualified certificate or the certification-service provider as the issuer of qualified certificates under the terms of a bilateral or multilateral agreement between the Signatory States of the EEA on the one hand and third countries or international organisations on the other hand.

3) If an officially recognised body is established in a third country to demonstrate compliance with the security requirements for qualified electronic signatures, the certificates issued by this body concerning compliance with the security requirements for the creation of qualified electronic signatures shall be deemed equivalent to the certificates issued by the Liechtenstein Accreditation Body in so far as the technical requirements, tests and test procedures applied are of the same standard.

VIII. Implementing and concluding provisions

Article 22

Implementing Orders

The government shall issue the Orders necessary for implementation of this Act. In doing so the government shall take the relevant aspects of international law into account and may declare international technical standards to be applicable.

Article 23

Participation of the state

In order to fulfil the purposes of this Act, the government may ask an office responsible for state administration to issue qualified certificates, even in private legal transactions, or to participate with a private certification-service provider.

Article 24

Entry into force

This Act shall enter into force on the day of promulgation.

